Critical
Infrastructure
and
Community
Lifelines
Sector

1A
y t',’I

J!?

Canadian Centre for Recovery and Resilience
Centre canadien pour le rétablissement et la résilience



GETTING STARTED .. .. 3

© 11 Howtousethisguide. ..., 3

Q 1.2 Whatis Critical Infrastructure and
Community Lifelinesrecovery? ........................ccccooiiiiiiiiil 4

© 1.3 Whoshouldbeinvolved.................... 7

UNDERSTANDING
THE CONTEXT o o

RECOVERY SECTOR
ACTION PLAN . 10

Q 3.1 Establisharecoverysectorgoal ............................................. 10
Q 3.2 Establishrecovery sector prioritiesand actions................ 12
Q 3.3 Recovery coordinationandoperations............................... 19
Q 3.4 Potentialfundingsources ..., 22

ANNEXES 23

© 41 Recoveryindicators................... 23

Q 4.2 Public engagement and communications ............................ 24

Critical Infrastructure and Community Lifelines Sector

NN



GETTING STARTED

11 How to use this guide

This guide supports Step 5 of the recovery planning process and is intended to be used
as a discussion tool with sector partners. It supports conversations that move from broad
recovery goals to practical priorities and actions. The sections follow a sequence, using
prompting questions to move from Understanding Your Community’s Context (Step 2) to
developing a Recovery Sector Action Plan (Step 5).

It covers a range of topics that may be relevant to the Critical Infrastructure and
Community Lifelines sector, depending on your context. Review each section and
identify the questions that are most relevant to your community. Then work through
those together with your sector partners. As you go, capture key insights, priorities, and
decisions, and record them in the Recovery Sector Action section of the Pre-Disaster
Recovery Plan Template. Each conversation with sector partners is a step in building your
community's readiness for recovery.

The outcomes of these discussions are used
to complete the following sections in the
Pre-Disaster Recovery Plan Template:

e Annex A: Recovery Action Plans, and

e Annex B: Public Engagement
and Communications.
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1.2 Whatis Critical Infrastructure and Community
Lifelines recovery?

Critical infrastructure refers to the systems essential to societal functioning, such as
energy, water and wastewater, transportation, and telecommunications.

Community lifelines refer to a broader set of locally essential services that the
community needs to begin the recovery process. These vary by community depending
on the context, geography, demographics, and needs. For example, a remote
community may require the restoration of its single gas station as a necessary lifeline to
support broader recovery.

The Critical Infrastructure and Community Lifelines sector focuses on restoring
essential services and systems that support daily life and community functioning. Its
goal is to enable safe and timely re-entry and to support recovery by restoring and
strengthening infrastructure and services in a way that reduces future risk.

This sector covers activities such as restoring energy, water, transportation, and
communications systems, coordinating infrastructure repairs, establishing temporary
services and prioritizing service restoration to support re-entry and early recovery, and
strengthening infrastructure resilience during reconstruction.

CONNECTION WITH OTHER RECOVERY SECTORS

Critical Infrastructure and Community Lifelines recovery cannot happen in isolation. A
minimum level of both critical infrastructure and community lifelines must be restored
before community recovery can begin. Close, cross-sector coordination is needed to
manage interdependencies, sequence restoration based on overall recovery priorities,
and ensure consideration is given to restoring essential services to the groups most
affected by the disaster.
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What Critical Infrastructure

and Community Lifelines
provides to this sector

What Critical Infrastructure
and Community Lifelines
needs from the sector

Shelter and
Housing

Land and
Natural
Systems
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Timely restoration of
critical infrastructure,
utilities, transportation, and
communications systems
to housing restoration,
frequent updates on the
status of infrastructure
and community lifeline
restoration, and integrated
tracking of which homes
have had services restored
and inspected.

Consideration for the use
of green infrastructure
such as wetlands,

forests, living shorelines,
permeable pavements,
etc., to reduce future risks
to critical infrastructure
and community lifelines
and support for advancing
long-term risk reduction
strategies that leverage the
resilience potential of land
and natural systems.
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Information on the number
of homes affected by the
disaster and a prioritized
list of areas to restore
infrastructure and any
required temporary
infrastructure to support
temporary and interim
housing.

Timely removal of debris
and environmental hazards
and toxins, environmental
assessments and
monitoring as required,
and expedited permitting
and inspection processes
to enable rapid restoration
of critical infrastructure
and community lifelines.



What Critical Infrastructure

and Community Lifelines
provides to this sector

What Critical Infrastructure
and Community Lifelines
needs from the sector

Economy

People and
Communities
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Timely restoration of
critical infrastructure,

utilities, transportation, and

communications systems
to support local business
and economic recovery,
frequent updates on the
status of infrastructure
restoration, integrated
tracking of where services
have been restored, and

consideration for mitigation

and risk reduction
strategies to increase
the resilience of critical
infrastructure systems to
future hazards.

Prioritized and timely
restoration of power,
water, communications,
transportation routes,
healthcare access, and
supply chains so residents
can receive services, stay
connected, and move
safely during recovery.
Installation of temporary
or backup critical
infrastructure if necessary
to restore essential
services (e.g., backup
generators in medical
facilities).

Training to scale up local
workforces in repair and
reconstruction activities,
expedited processes to
secure local business
licenses for contractors
and tradespeople needed
to complete repairs, and
information on business
impacts and needs to
plan for how to prioritize
service restoration and
the need for temporary
infrastructure.

Information on where
people are living, where
essential supports

are needed most, and
on critical services to
support the prioritization
of restoring critical
infrastructure and guide
decisions on where
temporary critical
infrastructure may be
required.
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1.3 Who should be involved

See Section 3.2 of the Companion Guide to the Pre-Disaster Recovery Planning
Template for background information on how to identify the right partners and establish
recovery sector groups to develop sector-specific Recovery Action Plans.

You may have already identified key partners through the Initial Recovery Planning
Workshop or recovery actor mapping. Before establishing the Critical Infrastructure and
Community Lifelines planning group, consider the following:

Which services and systems are essential to your community’s functioning,
including both critical infrastructure and locally important services
(community lifelines)?

Who are the service providers responsible for operating and maintaining
these systems, and how can they be engaged in recovery planning?

What dependencies exist between infrastructure systems and other sectors,
and how might these affect recovery priorities and timelines?

The table below offers suggestions on potential internal and external partners to
include in Critical Infrastructure and Community Lifelines recovery planning. It is not
necessary to include all partners in all elements of planning; you may wish to consult
some partners on specific questions or topics. The table below highlights partners who
may be directly involved in delivering services in this sector. The primary planning group
should involve the partners you will need to coordinate closely with during recovery.
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Internal partners External partners

 Public works / infrastructure Critical infrastructure providers
services may include:

» Engineering « Electricity and gas utilities

» Transportation services o Water and wastewater operators

o Water and wastewater o Telecommunications providers
services

» Transportation operators
e Solid waste services (e.g., public transit, airports, ports, rail)

» Fuel suppliers and distributors

 Relevant provincial/territorial ministries
(e.g., Transportation and Infrastructure,
utility regulators, health, etc.)

Community lifelines
(community-dependent) may include:

o Grocery stores, food suppliers,
food banks, etc.

» Pharmacies and health
service providers

e Childcare centres and schools

e Financial services
(e.g., banks, credit unions)

e Fuel stations

o Community service providers
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UNDERSTANDING
THE CONTEXT

a Review the community profile with the sector partners you have identified to
ensure it reflects key considerations for the Critical Infrastructure and
Community Lifelines sector.

The prompting questions below are meant to support conversations with

partners. You do not need to answer all these questions in the community
profile; choose the most relevant ones to share with your sector partners

as you review the community profile.

Who are the key service providers responsible for operating and
maintaining critical infrastructure systems and community lifelines in
your community?

Which infrastructure assets and services are considered critical to
community functioning, and who owns or is responsible for them?

How do critical infrastructure systems and community lifelines
depend on one another, and what key interdependencies exist?

Which infrastructure assets, services, or facilities are located in
high-risk areas?

What infrastructure inventories, data sources, or system information
(e.g., assetinventories, system maps, functionality data) are available
to support recovery planning?

If necessary, update your community profile with additional information for the
Critical Infrastructure and Community Lifelines sector (see Section 2.2 in the
Companion Guide for details on how to create a community profile).
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RECOVERY SECTOR
ACTION PLAN

3.1 Establish arecovery sector goal

0 Review the recovery vision from your recovery plan (see Section 3.1in the

Companion Guide for details on creating a recovery vision). Based on that vision,
consider what recovery should look like for the Critical Infrastructure and
Community Lifelines sector. How will this sector’s recovery align with and move
towards the overall vision?

To create this alignment, develop a recovery sector goal. This is the target you
are aiming for during recovery; all of your priorities and actions for the recovery
sector should move towards the goal.

a Work with your sector partners to develop a recovery sector goal.

The prompting questions below are meant to help guide the discussion for
creating a sector goal. You do not need to answer or discuss all these questions;
choose the most relevant ones based on your community context and the
partners you are working with.

What does critical infrastructure and community lifeline recovery
mean to your community? Who and what does it include?

How might long-term resilience and risk reduction be incorporated
into recovery for critical infrastructure and community lifelines?

How might critical infrastructure and community lifeline recovery
efforts align with or support the community's long-term development
and growth priorities?

What outcomes for critical infrastructure and community lifelines
should be at the centre of recovery?
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e Draft a recovery sector goal and add it to the Recovery Sector Action Plan
(see Annex A of the Pre-Disaster Recovery Plan Template).

Example of a goal statement for Critical Infrastructure
and Community Lifelines:

Restore critical infrastructure and community
lifelines to support safe re-entry and community
functioning, while strengthening resilience and
reducing future risks.
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3.2 Establish recovery sector priorities and actions

a Once you have a goal, work with your sector partners to identify the key

priorities and actions required for achieving that goal. The priorities are likely
going to shift depending on the phase of recovery. The Action Plan identifies
three main recovery phases:

e Early recovery, which refers to the transition from
response to recovery, and the activities required to ramp up
recovery effort;

@ Sustained recovery, which refers to the period when
recovery programs, projects, and enhanced levels of
support are implemented; and

@ Transition to sustainable operations, which refers to the
winding down of recovery programs and a transition back
to a sustainable level of function and operation for the
community.

The table below provides examples of priorities in each recovery phase,
along with examples of potential actions.
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“ Example Priorities Example Actions

» Conduct damage and functionality assessments for critical
infrastructure systems (e.g., power, water, transportation,

Understand communications)

infrastructure » Map key interdependencies between systems (e.g., power
impacts and system required for water treatment, road access required for repair
interdependencies crews) to inform sequencing of restoration

» Develop restoration timelines and tracking/reporting
mechanisms to provide updates as services are restored

Early
recovery

« Prioritize restoration of critical infrastructure and community
lifelines that enable safe re-entry and early recovery (e.g.,

Stabilize and restore electricity, water, transportation routes, fuel access)
priorityinfrastructure  Clear debris and restore access to priority infrastructure
and lifelines corridors (e.g., roads, bridges, utility routes)

» Restore critical infrastructure systems to a basic functional
level to support responders and early recovery activities
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“ Example Priorities Example Actions

o Assess impacts to community lifelines and estimate

Re-establish access restoration needs and timelines
to community » Coordinate restoration timelines between infrastructure
lifelines providers and lifeline services to ensure functionality (e.g.,

power and fuel supply for food retailers)

Early
recovery

» Implement temporary systems or workarounds where critical
infrastructure has not yet been restored (e.g., generators,

temporary water supply, alternate routes)
Establish temporary

infrastructure and
services

» Provide temporary solutions to maintain access to
essential services (e.g., mobile fuel delivery, temporary
communications)

« Adapt infrastructure operations to support early recovery
demands where full restoration is not immediately possible
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m Example Priorities Example Actions

» Repair damaged infrastructure systems (e.g., roads, water
systems, utilities) using updated standards and practices that
reduce exposure to future hazards

Repair and restore « Integrate resilience measures into reconstruction (e.g.,

critical infrastructure elevation, redundancy, fire- or flood-resistant materials)

with consideration » Coordinate reconstruction efforts to reduce disruption to

for future risk other sectors and the community (e.g., sequencing road and

reduction utility repairs)

 Establish or enhance system redundancies and
Sustained contingencies to improve resilience (e.g., backup power,
recovery alternate routes, etc.)

» Adjust infrastructure operations to accommodate increased
or shifting demand during recovery (e.g., waste collection,

Adapt service levels transit routes, water usage)

to meet recovery » Expand or modify service delivery where needed to support
demands recovery activities and changing community needs

 Provide clear, ongoing communication to residents and
service users about service levels, changes, and timelines
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“ Example Priorities Example Actions

Integrate recovery

improvements
into long-term
infrastructure
planning and
operations

Transition

to sustainable
operations

Transition from
enhanced services
to sustainable
operations

Back to content page

Update infrastructure management plans, asset inventories,
and capital plans to reflect repairs, upgrades, new assets, and
resilience measures implemented during recovery

Incorporate lessons learned from recovery into design standards,
maintenance practices, and operational procedures

Align infrastructure investments with long-term community
growth, land use, and risk reduction priorities

Transition infrastructure operations, responsibilities, and any
temporary arrangements back to standard service delivery and
organizational structures

Complete final project close-out activities, including documenting
outcomes, updating records, updating budgets, filing final
reports, and capturing lessons learned for future infrastructure
planning
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e Use the relevant prompting questions below to identify priorities and actions

with partners. Remember to consider each recovery phase, as well as how to
sequence activities that may depend on each other. If you decide to use the
examples above as a starting point in your conversations, be sure to adapt them
so they reflect the priorities of your community.

Which community lifelines should be prioritized for resumption
of infrastructure services to allow people to return to homes and
businesses quickly and safely?

How will critical infrastructure repair and restoration timelines be
communicated with other sectors and the public, who are likely
dependent on them to begin their own recovery?

Which challenges are most urgent because delays could make
recovery harder or worsen impacts? Which areas of Critical
Infrastructure and Community Lifelines recovery must come first
to enable progress in other sectors (e.g., economy, people and
communities, shelter and housing, etc.)?

How can critical infrastructure and community lifelines be made more
resilient to future disasters during the reconstruction process? How
can this be aligned with long-term capital plans?

To what extent will the identified priorities and actions help the
community achieve its sector goal and recovery vision? What, if
anything, is missing or misaligned?
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Draft specific priorities and actions for the recovery sector and organize them

e into each phase, then add them to the Recovery Sector Action Plan (see Annex
A of the Pre-Disaster Recovery Plan Template). It is recommended to limit this to
3-5 priorities per phase and 2-5 actions per priority. Remember, you cannot do
everything during recovery because you will likely have limited time and
resources, along with pressure to act quickly. A critical part of the recovery
planning process is prioritizing key activities to enable faster and more resilient
recovery.

Risk-informed, inclusive and collaborative,
actionable, integrated

Have you engaged critical infrastructure partners and
community lifeline providers, and used local data to

inform your planning? Are your Critical Infrastructure and
Community Lifelines goals and priorities grounded in the
community’s specific context? Have you collaborated with
other sectors to understand interdependencies between
priorities? Are the priorities clear, achievable, and reflective
of an inclusive process that considers diverse needs

and perspectives? Have you identified opportunities to
strengthen infrastructure resiliency and reduce exposure to
future hazards?
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3.3 Recovery coordination and operations

0 Now that you have identified key actions and priorities, the next step is to
consider how the community will implement them, which organizations will lead/
support different activities, and how to stay aligned and coordinated.

With your sector partners, work through the relevant discussion prompts to
identify the roles of each organization, which recovery activities they may lead
or support, and how sector partners plan to work together during recovery:

ACTIVATION AND NOTIFICATION

What types of disaster impacts would require this sector to be activated
(e.g., widespread power outages, disruption to water and wastewater
systems, damage to transportation networks, telecommunications failures,
or disruptions to critical community lifelines such as fuel supply or food
distribution)?

Which partners need to be notified, and how will they be contacted?

What information needs to be shared at activation to support early
coordination?
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PARTNER COORDINATION

@ Which partners are best positioned to lead and support different recovery
© priorities and actions, and how will their involvement change over time?

@ What coordination already exists between the community government

© and critical infrastructure operators and community lifeline providers (e.g.,
utilities, telecommunications providers, transportation operators, service
providers), and how can it be adapted, scaled, and strengthened during
recovery?

@ What structures and mechanisms (e.g., Infrastructure Recovery Committee

© or Task Force, coordination calls, etc.) will be used to bring partners
together, and how will roles and decision-making work in practice? Consider
distinguishing structures based on level of coordination required (see the
Recovery Sector Action Plan table on Coordination Mechanisms).

@ How will coordination structures stay flexible and adaptable to changing
© conditions as recovery needs evolve?

IMPACT ASSESSMENTS AND INFORMATION SHARING

@ How will your community assess damage to critical infrastructure systems
° and community lifelines, and how will functionality and restoration timelines
be tracked and updated over time?

What information is needed to understand infrastructure impacts, system
functionality, and service gaps, and how will it be collected and shared
among infrastructure operators and partners?

D)

How will workforce availability and technical capacity needs for

D)

infrastructure restoration be identified and addressed throughout recovery?

What existing data, asset inventories, or plans (e.g., maintenance plans,

D)

asset management plans, capital plans) can be used or adapted to support
recovery decision-making?
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RESTORATION CAPACITY AND INTERDEPENDENCIES

@ What capacity exists among infrastructure operators, contractors, and
©  service providers to support rapid repairs and reconstruction, and how might
additional support or surge capacity be secured?

@ How will interdependencies between infrastructure systems (e.g., power,
©  water, transportation, communications) be managed to sequence restoration
effectively?

@ What factors could affect the timing and speed of infrastructure restoration
o (e.g., workforce availability, access to materials, seasonality, site conditions),
and how can these be addressed?

@ To what extent can your community work with neighbouring jurisdictions,
© utilities, or regional partners to share resources, equipment, or expertise
during recovery? What planning, cross-training, or interoperability
assessments could be done in advance to enable post-disaster
coordination?

INFRASTRUCTURE RESILIENCE AND RISK REDUCTION

@ What opportunities exist during recovery to reduce future risk and improve
© the resilience of critical infrastructure systems and community lifelines?
What design standards may guide this work and can they be adopted in
advance?

@ How can infrastructure recovery be aligned with long-term capital plans,
© adaptation plans, maintenance programs, and system upgrades to
strengthen resilience over time?

@ How will your community balance the need for rapid restoration with
©  opportunities to rebuild infrastructure in safer or more resilient ways?
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a Based on these discussions, complete the following sections in the Recovery
Sector Action Plan:

&7 Add the disaster impacts and activation considerations to the Activation
section

&4 Summarize the key ways in which the community government will notify
partners in the Notification section

&7 Summarize the key roles of each partner in the Roles and responsibilities
section

&4 Add the lead and supporting partners for each action in the ‘Responsible’
column of the Recovery Sector Priorities and Actions table

e For enhanced planning: Create a list of standard operating procedures,

annexes, service agreements, committee terms of reference, and/or
memoranda of understanding that could be developed in advance of a disaster
to support the Recovery Sector Action Plan. This list should balance detailed
activities with the need to stay agile and adaptable during recovery. Prioritize
based on which additional documents would have the greatest impact on
streamlining and expediting key recovery processes.

3.4 Potential funding sources

 For each activity in the Action Plan, consider potential
funding sources. Section 3.6 of the Companion Guide describes
typical sources of funding for community governments. Identify
the potential/most relevant sources for each activity.

The Canadian Centre for Recovery and Resilience website
includes a Recovery Funding Database. Funding opportunities
can be sorted by sector.

» Add potential funding sources to the Recovery Priorities and
Actions table in the Recovery Sector Action Plan.
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ANNEXES

41 Recoveryindicators

See Section 3.7 of the Companion Guide for details on how to identify recovery
indicators and why they are important. The Recovery Indicator Guide provides more
information and suggestions on potential indicators.

(&7 Add sector-specific recovery indicators to the Recovery Priorities and Actions
table in the Recovery Sector Action Plan.

&4 Each activity should include an indicator that helps measure when you are
finished and how you will know if you are successful. Depending on the
action, this may not be a broader recovery indicator (like those included in the
Recovery Indicator Guide), but may be more specific to the project.

Example of recovery indicators for Critical Infrastructure and Community Lifelines:

Sector-specific indicator: Number of properties with
power restored (to indicate overall recovery progress)

Activity-specific indicator: Average time to complete
permitting, inspections, and approvals for critical
infrastructure repairs and reconstruction (to inform
adjustments to processes and identify bottlenecks in
infrastructure recovery)
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4.2 Public engagement and communications

As you develop a public engagement and communication plan (see Annex B of the Pre-
Disaster Recovery Plan Template), use the prompts below to guide discussion on how
to incorporate Critical Infrastructure and Community Lifelines considerations into the
overall plan. Choose the most relevant.

INFORMING THE COMMUNITY ABOUT INFRASTRUCTURE STATUS
AND RECOVERY PROGRESS

@ How will the status of critical infrastructure and community lifelines be
© communicated clearly and consistently to residents throughout recovery?

@ How will residents be informed about service disruptions, restoration
© timelines, and the use of temporary or alternative services?

@ How will uncertainties, delays, or challenges in restoring infrastructure be
© communicated in a transparent way that maintains public trust?

@ How will communications be made accessible to residents who may face
° Dbarriers (e.g., rural or remote populations, language barriers, limited
connectivity)?
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